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Abstract

System Generated Elsctromagnétic Pulse (SGEMP) and Dispérsed Electro-
magnetic Pulse DEMP) are rnucléar generated spagecraft environments,
Electrostatic discharge (ESD) {5 4 datursl spacecraft envwonment result n% from..
differential éhérgtn% in rmagnetic substorms, All three phenomena, though
differ{ng in origln, fesult in the same problem to the spacecraft and that is
Electromagnetic Interférence (EMI), A common desl%n approach utilizing a
spacecraft structural Faraday Cage is preeented which helps solve the EMI
problem. Also, other system design tethniquee are discussed which minimize
the magnitude of thebe enviratiments thrdugh control of materiald and electrical
grounding configuraton,

1. INTRODUCTION
The common design approach of the Abdtract is applicable t0 any high altitude

gpacgeraft in an elliptical or synchrorous orbit whose altitude subjects it to the
spacéceraft charging environmient and also Kas a huclear supvivabllity requirement,
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The nuture 8¢ the ESD, DEMP, and SGEMP enviranments add the EMI concern
is discussed-as follows.

2. A COMPARISON OF TUE ESD, DEMP, AND SGEMP ENVIRONMENT AND
SPACECRAFT PERFORMANCE CONCERNS

2.1 ESD (Electrostatic Discharge)

Electtostatic charging of synchronous spacecraft results from a natural
radiation ¢f dharged particles collécting an the spacecraft surfaces, Electrdstatic
discharge occurs when ttie differential ¢harging of the spacecraft surface materials
exceed their dielectrie: breakdown strength, The resulting Gystem effects of the
discharge are electromagnetic interferences such as circuit upset and burnout.
ESD occurs in a five-step process. First, a magnetic substorm results in an
injectlon of charged particles, ions and electrons, into the dusk-to-dawn sectors
of local time and rohghly from 4 to 8 earth radii. Magnetogpheric effects cause
preferential eagtward.drift of electrons into the midnight~to-dawn quadrant while
ions drift westward. Appreciable electrons have been observed (8 TS-5) at
5-30 keV..

The second Step IS the encounter of the spacécraft surfaces with the hot, nega-
tive plasma. If a surface is Self énadowed or in eclipse, it will Charge tb approxi-
matély a potential equivalent to the most probablé energy of the electron energy
distribution, lees a poteritial drop corresponding to secondary electron eémission
from the lurface. If the surface is in surilight, photoelectric emid&isn will prevent
it from charging to a negative potential and In fact the surface may go a few vblts
positive. It is apparent that different surfaces, due to different exposure to
sunlight (and hence photoelectric discharge) and different secondary electron
emission and photoemissive properties, will charge to different potentiaid.. Thus
step: 2 results in differential voltages of several thougand volts appearing at differ-

"knt sites on the gpacécraft's exposed Burfaces.

The third step is electrostatic discharge whenever the differential potential
exceeds the dielectric breakdown of the material.

The fourth step is the electric of maghetic field csupling from the discharge
arc into spacecraft harnesses or the irradiation of antérna agsembliés
adsoclated with the arc (see Figure 1).

The fifth step i& the irduction of a transient pulse into the circult with suffi-
cient magnitude til activate the circuit or burnout some of its componetits, or
comriutiication and telemétry interference.

Other possible effects than circuit upset or burnout is direct duthage to
thermal control surface5 resultirig from the arc, discharge, and contariinatiof to
surfaces.
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2.2__DEMP (Dispers - ! Electromagnetie Pulse)

A nuclear weapon detonated id or near the atmosphere generates a copious
stream of Comptori-électrons., Part bf the latter constitutes a time-&hanging,
nonradial current which in turn produceés prbpagating electromagnetic fields. At
the spacecraft, the latter have propagated through the ionosphere Which aets ag a
high-pags filter and thus only frequencies above a certain cutoff are observed.
Also, frequenciesthat do propagate to the spacécraft are dispersed and arrive.at
different tithes. Impingéement of the DEMP on the spacecraft structure and
antennae induces &tructural currents Which in turn couple electromagnetic fields
into harnesses and comminicationg réceiver front ends, This results in EMI and
RFI similar to spacécraft arcing (ESD), (See Figure 2).

2.3 SGEMP (Systen Generated Electromagnetic Pulse)

SGEMP, strictly speaking, {s not an extéernal environment but rather a second-
ary environment produced primarily by the interaction of x-rays With thie surfaces
and harnesses of the gpacécraft, SGEMP can be classified as (1) direct and
{(2) indirect. The direct refere to coupling of X-rays: directly inté cables and
eléctronic components, The indirect SGEMP is generated by a two-step process
in which first x-rays irnipinge on surface materials atid release gécondary electrons
through Comiptont and photoelectric procésses. The secondary electrond constitute
an accelerated charge and hence gétiérate propagating electric and magnétic fields.
The latter couple into cables and citcults according to the particiilar coupling
coefficients that apply to the wavelergth of the fields and the geometry of the cables
and circuits. Again, transient upset and burnout of the electiortcs result (See
Figure 3).
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A COMPARISON OF Est, DEMP, AND SEMP ELECTROMAGNETIC
SIGNAL CHARAMCTERISTICS

Figure 4 {liustrates the commonality of the eléctromagnetic glgnal character-
{stics in both the time add frequency dottiains.™ From Figure 4 it can be Been that
the fast rige in all three cases produces significant energy in the frequency
spectrum aut to ~100 MHz and than rollg off at 4U dB/decade, The similarity ih
the Spectrum makes it possible and desirable to find a comimon désigh technique
Which addresses all three phenomena at ore time. The common design technique
proposed is to desigh the spacecraft structure such that it encloses the electronicg
and harnesging in the form of a Faraday cage. Figure 5 illustrates the classgical
presentation of how the Faraduay cage works a6 an EMI shield. Figure 6 illustrates
the comparison between the theoreticdl shielding effectiveness of an ideal Faraday
cage and also What is achievable in practice. Shielding effectiveness in an actual
spacecraft is limited by physical construction of the structure which necessitates
bonding, riveting, and bolting Of structural subassemblies. thus producing metal-
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to«metal seams allowing electromagnetic leakage. Rivet spacing, number of
harness pénetrations, access parts, etc., all influence the levels of shielding
effectiveness. Fortunately, in term of spacecraft weight consideratioiis, the use
of metal foils conductively bonded between structurdl elements miakes nearly as an
effective Shielding 8s does a golid sheet metal enclosure. The actual magnetic
shielding effectivéness of a bolted enclssure (1-1/2 in. bolt spacing) is shown id
Figure 6. A 30 to 50 dB magnetic shielding effectivenéss is achievable.

4. COMBARISON OF EMI LEVELS FOR SHIELDED ANILUNSHIELDED CASES

Figures 7 - 9 illustrate in principlé how the Faraday shielding attenuates the
interferring signal characteristicé of Figure 4. It can be seen from the last items
in Figures 7 anu 8 that the resultant magnitude of the interfersing signal both in
the ESD and DEMP eases i8 reduced below circuit component burnout damage
levels. The magnitude of the attenuated signal may, however, still be sufficient
i0 cause.interference (~0. 5 volts). With particularly sensitive digital logic cir-
cuits or misgion critic81 functions pulse width discrimination should algo be con-
gidered.as a candidate for inclusion in the EMC design.

CASEA CASE A UNSHIELDED CONFIGURATION
OPCN SIC
STRUCTURE ___ o FOR 150, FT, KAPTON THERMAL BLANKET;
{ ~~_ o< UNSHIELDED 0.3 JOULE, 10KV, 40 ns DISCHARGE;
A \\ \HARN[SS . 1/3 OF ENERGY CONDUCTED TO STRUCTURE
ARG ﬂ'\\\ \ THE ARC CURRENT IS:
el l« Ils z='_;1 AMZPER:ES,
| ADIATED — .
FIELD o FOR:  LMETER UNSHIELDED JAWG 20 WIRE 1-3/4 INCHES
_ ABOVE STRUCTURE
THE STRUCTURAL CURRENT INDUCED VOLTAGE INTO ™t WRE IS
l’:vw . fouvrousi ].
E%%AW CASE B SHIELDED CONFIGURATION
STRUCTURE o |F THE FARADAY CAGE SHIELDING EFFECTIVENESS IS > 40 dB,
CF THE RESULTANT STRUCTURAL CURRENT | SEQUIVALENT TO:
ARC Q,m ;’A:F'QELED;S [T ZSAWPERES)  INSIDE THE CAGE

IF INADBITION, THE WIRE HARNESS |'S SHIELDED WITH A
SHIELDING FACTOR OF 40 dB, THE RESULTANT CABLE
INTERFERENCE FROM THE ARC 1S:

® a
IVW 069 VOLTS |

Figure 7. Shielding for Electrostatic Discharge
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CASE 8 SHIELDED CONFIGURATION

¢ IF THE FARADAY CAGE SHIELDING EFFECTIVENESS IS > 40 8,
THE RESULTANT STRUCTURAL CURRENT-LS EQUIVALENT TO:

[, =« 1.5 AMPERES
B |

¢ IF N ADDITION, THE WIRE HARNESS IS ShIELDED WITH A
SHIELNING FACTOR OF =40 dB, THE RESULTANT CABLE

/
i

INTERFERENCE FROM DEMP IS:

‘Vw = 0.43VOLTS I

Shielding for DEMP

Figure 8.

Figure 9 (the SGEMP shi¢lding case) is a more compléx casé in that the
interterring cable currents are obtained by three different modes:

{1} Coupling to the cable from structural replacement currents.

(2) Couplitig to the Cable by cavity fields.

(3) Direct current injection by x-ray impirgemerit,

Harness and Faraday cage shielding are both effective at suppressing EMI frbm
the structural replacement currettg ([Cz)' Harness shielding, only, IS effective
at suppregsing cavity field indticed currents (I ). Neither harness ghielding or
Faraday cage shielding are effective guppressing EMI from direct cable x-ray
current injection (IC3).

In this latter cage, cable curreht injection muet be minimized through the use
of low atomic number raterials, dielectric shielding, bundling of cable wires,
-+~ The EMI prbtectian for thig particular problem riust be addredsed by using
c..cuit terminating devices which will limit the inrush current below burhout
levels or voltage ciamp the input below damage or upset levels,
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STRUCTURE = 2 X 10°1} F/M ANB PULSE RiSE TIME
OF SUKV/M FIELD = 15 ns, THEN THE INGUCED CURRENT
INTO THE WIRE FROM CAVITY FIELDS 1S:

1° 60 AMPS PEAKJ‘

¢ IF rE STRUCTURAL REILACIMINTL S E IS
1 ANPERES/METER AND THE METER CAB IS
2 INCHES AWAY
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o i I N ETESTD
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¢  CABLE CURRENT DUE TO CAVITY FIELDS
- 4D dB CABLE SHIELDING EFFECTIVENESS

[Tc‘l * 0,60 AMPERES PLAK |

¢  CABLE CURRENT DUE TO STRUCTURAL REPLACEMENT
CURRENT AFTER SHIELDING =

g - o8 - aa
(UNSHIELDED) _(FARADAY SHIELD) _ CABLE SHIELD
|1 * 0.66X 107 AMPERESIMETER |

¢  CABLE CURRENT DUE TO CABLE INJECTION (AFTER
SHIELDING & INCLUDING DIELECTRIC LINING)

Il - .4 AMPLRESIMETER

Shielding for SGEMP
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B OTHER SYSTEM DESIGN TECHVQE ES FOR REDE CTIONOE EMLFROM
EsD, DEMP AND s6ivpP

.1 ESD EME Reduetion Technliues

The Spacecraft discharge phenomenon can be chntrolled by reducing the differ-
ential potctitial buildup between various outer surface thermal blankets and coatings
and the metallic gpacecraft structure. Thig gbal i8 achievable through the use of
conductive paints and thermal blanket materials such as astroquartz cloth Which
has low surface resistancé when bombarded by electrone.

In additibn, possible discharges between the various inner metallic layers of
thermal blanket materials and the resulting degradation of the thermal properties
of the blanket can be eliminated by connecticg all blanket metallic layers and
grounding the compbsite blanket to the metallic structure. All gtructural members
can also be electrically interconnected to share a commort ground potential for
prevention of differential structural voltages. All apertures such as the earth
coverage antenna8 can be covered with dielectric/thermal materials (astroquartz
clbth) which exhibit high levels of Surface arid throughput leakage, thereby prevent-
ing large charge buildup. In thbse cases whore discharges may not be eliminated,
such ag on the glass gections bf the solar arrays, then the line-of-sight to com-
muricationg antenrag ghould be eliminated to prevent RFI, Table 1 lists spacecraft
desigh guidelines for preventing arcing,

3.2 DEMP and SGEMP EME Reduction Techniques

Princlpal areas of concern from nuclear effects are system transient upsets
and permanént degradation of parte and materials. Prevention of damage to piece
parts and materialg {s accomplishied through hardened circuit design, nuclear.and
¢lectromagnetit shielding, and the use bf hard materials. All materials, including
critical external thérmal control materials, must be carefully selected to prevent
any gignificant x-ray induced thermal-mechanical effects and to adequately with-
etand the natural radiation é¢nvironments,

The system trangiént upset and recsvery requirements are met by functionally
configuring éach gubgysdtemn to minimize the impact at the component and circuit
level. The system {s allowed to respond as much as possible without causing un-
desirable sydtem effectd and to functionally recover within the desired time period.
Thiis i& achieved by enburirg fast circuit recovery through proper piece-part
selection and circuit design, preventirg the generation und execution of false com -
marids, logic upset, and the use of hardered datd storage where required.

Table 2 itemizes desigi controls for mintmizing EMI frdm SGEMP and DEMP.
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Table 1. Spaceécraft Design Guidelines for Preventing Arcing

l‘

5.

6.

Thé graphite cpoxy used for struttural members is textuted to be
tonductive and predents minimim discontinulty in structiril ground
cotinections.,

All epoxy and other nottmetallic structural bonding adhesives dre
Conductive and p¥e¢sent minimum discontinuity In structural ground.

Solar nrray panels are grounded to each bther with grounding jurapers,

Solar array panef{s aré grounded tb the spabecraft strueture through
special slip rings, providing a one milliohm path.

All antennas and susport structures are grounded 1 the main structure.

All electrical components and subsystenis are grounded.

7.—Spacecraft thermal blinket materiala and coatings have beed selected

10.

11.

12.

13.

14.

16.

which have high surface leakage and bulk leakage.

All external cable harnesses are shielded and the shield is connécted
to struetural ground 3t both erds.

All apertured, Including RF antenna apertures, are covered with high
surface leakage silica clbth composites,

All wavegulde eléments are glestrically conneeted with spot weld
connections 4nd grounded-{o the main frame.

The Bupport members of all antennae wWill be connected th the gpacecraft
struetire with conductive epoxy such that each support.joint represents
dpproximitely 3 one bhm connection tb stiuctire.

All deposited thin film conductors (Inthermal blankets or otherwise)
shall have a ground strap of sufficient area to carry the trangient
current loads expected (3 2 joule rating IS eel€-applied).

Eleetrical redidtance fromi any point oh vacuuri-déposited conductive
films (inthernial blankets or otherwige) to spatecraft 8tructural ground
shall not exceed 10 ohins,

Elgcttical résidtance {rom any point on a thermally isolated substructure
to spacecraft strustural ground With required grownds in place shall not
gxceed 01 ohms,

There shill be at least on¢ grounding point on eadh electrically
continuois substructure.
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Table 1. Spacecraft Design Guidelined for Prevouting Arelng (Cont'd

16.

17.

18.

19.

20.

22.

24.

25.

26.

21,

28.

The electrical redistance of cach grounid strup bond bitween Lthe strap
bond and the structure shall not exceed , 03 ohms.

Thermal blunkel conductlng straps to ground shull be cleelrically
cquivalent to a copper conduetor of wire of AWG #22,

Each structural ground sttap shall be electrically equivalet to a
copper conductor bf Wire of AWG #14.

Redundant logic IS emplbycd in comm-nd and uther scnsittve logi¢ and
receiver circuitry.

The sblar array consists of a hongycomb aluminum bdse structure with
the following layers of thaterials: coverglass, solar cells, and mica-ply
substrate aid graphite epoxy. All lateral strips or rows of cells are
honded together by a ground wire at each.end of the solar panel, such
that the resistanet between any twb rows of hells does not exceed

5 milliohing,

The solar dell string is cleetrically connected to spacecraft structural
ground at the shunt regulitor and via natural capacitive piihs,

All outer solar pancls are connected to the inner soldr paneld by
grouod wires,

Thermal windows on north panel (N.P.) and gouth panel (8. P.)are
covered with second surhce mirrors consisting cf OSR glass with
silver coating on one side. The OSR glars is attuched to the panel
surfaces with conductive epoxy.

Component enclogures and chassis arc designed to provide an RF
attenustion of 50 dB to radiated {izlds produced by ESD.

All internal and cxterndl cabled arc shielded on a éable bundle basts,

able shields will be multipoint grou Hded tb the spaceeraft structure
by low impedanee conhéclivns,

Mounting hardware used to bolt or fasten componerts to the spacectaft
structuré shall alsb seirve as grouhd bonding puths.

Nonconduetive finighes such ds unodized surfiices or paifted surfaces

WYl st g winesl ot iy off b gmasuaiige divstilisiis.
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Table 2. Design Controls for Minimizing EM! from SGEMP & DEMP

. —— _— : : .
DESIGN lMPLEMEgTAT;ON . SYSTEM BESPONSE
lystem Level
1. All electronics in Faraday Cage 1. Reduces oxternal SCEMP/DEMP
>40 dB attenuntion fluld coupling U internal harness
2. Controlled structire and 2. Controls gkin current and the
penetrition impedances placemont current flow minimizes
<10 milliohms {ntérnel coupling
3. Low Z surface matertala 3. Minimizes secondary electron
¢mission, reduces externdl fields
and structural replicement
currents
lubsystem Lével
1 Internal cavities zoated to 1. Minimizes 1EMP fields and
contrél sécomdary emission replacement currants
2. Optimum grounding (Single and 2. Reduces replacement current
Multipotrt) ¢oupling effects
3. Harness and box RF shiélded to 3. Reduces cavity field coupling
>40 dB effects
4. Harness désign for minimum
direct X-ray response
a. Multiconductor bundle cables 4. a. Minimizes welght and SGEMP
instead of flexible coax response
h ..Aluminum RF shield plus b. Reduced direct X-ray response
inside diglectric lifier over
cable Bundles
c. Controlled cable routing to c. Minimizes replacement current
avoid replacement wrrcnt coupling
funiel points
d. Multipoint shield grounds d. Minimizes current coupling
transient regponse
ox Level
1. Al intérface and buried eircuits 1. Prcvents cfredit burnout
prutected with terminal protection
circuits ag required
2. Cireults designed for makimum 2. Minimizes need for terminal pro
practical burnout threshsid protection
3. 4llboxes R} tight to ~ 40 dB 3. Minlfiizes cavity feld coupling response
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6.

.

CONCLESIONS

EMI frYom ESD, DEMP, and SGEMP hag similar tithe and frequency domain
sighal characteristics. Thus, a common design approach to prévent EMI can be
implemented through the use of a spacecraft structure configured as & Faraday
cage shield, Harness shiclding, integral structural grounding, and materiale
coritfol are also common désign features for the minimization of the ESD, DEMP,
and SGEMP inteffererice. Figure 10 and Table 3 {llustrate the integrated design
approach.
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NORTH AND S0UTH
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7 2'1%\

o |
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TO - 40 gB, ROUTING CONTROLLED,
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CIRCUIT TERMINAL
PROTECTION WERE REG'D
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SOLAR ARRAY TRANSIENTS
CONTROLLED WITH TERMINAL
PROTECTION (DIODE CL AMP,
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IMPEDANGCE AND EXTERNAL SURFACE MATERIALS
CONTROLLED FOR SPACECRAF T CHARGING EFFECTS

ALL CRITICAL EXTERNAL AND INTERNAL SURFACES
ARE CONTROLLED (COATED, PAINTED, ETC.) TO
MINIMIZE SECONDARY ELECTRON EMISSION

-
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Figure 10, Structural énd, Miterials Implementation of Common Design
Approach to SGEMP, DEMP, and ESD Strvivability
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Table 3. Integrated Survivability/EMC/Spacecraft Charging Design Approach
ENVIRONMENT - .
COMMON DESIGN FEATURE SGEMP/DEMP S/C CHARGING EMC
PREVENTION & PROTECTION | PREVENTION & PROTECTIONBETWEEN SUBSYSTEMS®
Structure configured to form Electronice and harness Electronics and harness ectronics and harness
a Faraday Cage EMI/RFI shield pratected from EMP field protected from arcing EMI rotected from: RFI from
SGEMP induced structural products ransmit antennas.
currents quickly damped ‘
All antennas, solar arrays, Differential circulating Differential structural ielding effectiveness
structure and electrical current magnitude voltages eliminated pptimized
components share commeon low minimized

| _impedance ground.

All component. boxes. RF tight

Protects. component. fromx
cavity fields

rotected from conducted
radiated S/S interference

Protects components from
EMI products

Ail harnesses aluminum shielded

Protects component from
cavity fields

rotected from conducted
d radiated 3/S interference

Protects components from
arcing EMI products

All harnesses bundled configured
_by sigpal type.

Minimizes direct. SGEMP

current effects:

Multipoint grounding system

Best grounding configuration-
for high: frequency transients

All hartess entries in and out of
structure RF tight

Prevents. DEMP fields. from:

being coupled to electronics

Materials configuration

Low "Z" materials minimizes

secondary electron emission

effects.

¢ Aluminum/magnesium
structure

e Silica clath thermal
blankets:

e OSR

Best grounding configuration
for: RFI protection

Prevents RF fields from being]
caupled te electronics

Best grounding configuration
for high frequeney transients

Prevents EMP fields from.

being coupled to electronics

Silica cloth prevents
charging and provides thermalj
control

¢ Chemglaze
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